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ABSTRACT 
This study analyzes Ukraine’s cyber resilience as a practical example of collective defense within the context of 
hybrid warfare. Unlike earlier forms, contemporary hybrid warfare combines cyberattacks, information warfare, 
and conventional military assaults on governance systems, critical infrastructure, and public trust within a 
society. The targeted governance systems, critical infrastructure, and public trust within a society to undermine 
Ukraine’s national resilience. Ukraine’s response demonstrates how institutional reforms, technical redundancy, 
public–private partnerships, and societal engagement can strengthen national resilience against sustained 
multi-domain threats. The period of study in this paper focuses on the cyber operations on Ukraine from 2022 
and the scope and effectiveness of the national cyber security systems, the international relations component, 
and the civil society and volunteer networks within Ukraine. The study concludes that Ukraine’s cyber strategy 
during this period facilitated the continuous provision of essential services, quick recovery, and diminished the 
strategic goals of the adversary in military operations. Ukraine’s experience also showed the challenges of 
asymmetry and dynamic evolution of threats. The study posits hybrid warfare, resilience, and collective defense. 
Ukraine’s cyber resilience exemplifies strategic cyber resilience in collective defense. The lessons from Ukraine to 
other states are in enhancing societal and institutional resilience to counter hybrid warfare as a primary building 
block of operational continuity. 
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INTRODUCTION: 
The digital revolution has changed the nature of warfare in addition to transforming societies, and economies. 
In the last several years, the notion of hybrid warfare has emerged as the new trend, as states seek to combine 
primitive forms of military power with activities such as cyber intrusions, information warfare, economic 
coercion, and psychological manipulation to achieve strategic objectives in the absence of overt hostilities. 
These conflicts occur in the gray zone of peace and warfare, taking advantage of technological vulnerabilities, 
the information and attention ecosystems, and societal fractures. Russia's invasion of Ukraine in February 2022 
is the most prominent and ongoing case of hybrid warfare in the twenty-first century. It has opened up multiple 
avenues to examine the interplay of digital advances, cyber warfare, and societal resilience during large-scale 
conflicts between state and non-state actors. 
Hybrid warfare is not completely novel, but its digital element has greatly expanded its scope and effects. The 
modern technologies of information, the expansion of cyberspace, and the interdependence of global 
communication networks have increasingly blurred the lines between the civilian and military spheres. Russia’s 
multi-layered campaign against Ukraine exemplifies this evolution, as Ukraine, before and during the invasion, 
was the target of cyberattacks on government institutions and the energy sector, as well as the banks, and was 
the object of  disinformation on the scale needed to confuse the population and destroy trust. Such operations 
sought to destabilize the state from within in parallel to military actions from the outside. However, in the wake 
of an intense digital onslaught, Ukraine displayed an extraordinary ability to adapt, recover, and continue to 
function, a reality described in scholarly literature as cyber resilience (Kurnyshova & Makarychev, 2022; 
Kvartsiana, 2023). 
Building resilience in the face of hybrid challenges and threats is one of the lessons learned from Ukraine. Since 
the annexation of Crimea in 2014, Ukraine was subject to numerous Russian cyber attacks. These attacks 
prompted Ukraine to revise its digital infrastructure, improve the governance of its cybersecurity systems, and 
establish public-private cooperation. When the 2022 invasion began, these reforms had matured into a flexible, 
multi-layered cyber defense system that was able to absorb and defend against multi-faceted attacks. Ukraine’s 
defensive capabilities were enhanced by the rapid engagement of global technology firms and the support of 
international partners, demonstrating a new form of collective defense in the contemporary digital environment 
(Lomachinska, 2025; Olszewski, 2024). 
 
The war has led to the re-evaluation of the frameworks of international security. The expansion of hybrid 
operations across borders is an attack on the conventional notions of sovereignty, deterrence, and the alliance 
obligations of states. For example, the NATO Cooperative Cyber Defence Centre of Excellence (2023) notes that 
the latest defensive experiences of Ukraine are changing the allies' approach toward collective cyber defense. 
The European Union’s accelerated integration of cybersecurity post the invasion also represents the emerging 
norm of cyber solidarity (Kelemen, 2023). It indicates that cyber resilience is no longer an issue of individual 
states, but an international issue that requires global cooperation. 
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Though Ukraine’s cyber resilience has become the focus of considerable research and policy discussions, its 
concrete nature, effectiveness, and replicability remain unanswered. Hybrid pressure of this type typically 
endures, and so the question of the extending sustainability of this model remains. To what degree will Ukraine’s 
approach shape the rest of the digital collective defense “gospel”? Answering such questions goes beyond 
documenting responses to incorporate the adaptation, cooperation, and recovery instincts that resilience 
demands. While this gap skims the surface of the complexity, the potential of Ukraine’s response to cyber 
warfare as balanced cyber resilience will serve as the point of focus for this study. Most importantly, this 
research will feed into the conversation of the many ways in which the nation state and its alliance partners can 
protect the nation state, its structures and the population within from the impacts of hybrid warfare. 
 
LITERATURE REVIEW: 
Hybrid warfare in the modern era merges the use of traditional military force with cyber attacks, 
misinformation, economic coercion, and other non-kinetic techniques aimed at destabilizing a nation and 
undermining the equilibrium of a state without a formal declaration of war. The Russian invasion of Ukraine in 
2022 has become a definitive case for studying hybrid warfare in practice, especially with regard to Ukraine’s 
outstanding cyber resilience and the implications of this case for collective defense in the cyber domain. Scholars 
are increasingly recognizing the response to the invasion as a developing instance of national adaptation and 
adaptation at the alliance level (Kurnyshova & Makarychev, 2022; Kvartsiana, 2023).  
 
The most recent literature focuses on the realization of warfare beyond the physical battleground to the digital 
networks and the information ecosystems surrounding them. Kott (2024) describes hybrid operations as relying 
on cyber attacks, social media manipulation, and digitally enabled psychological operations to achieve strategic 
outcomes without extensive kinetic destruction. In the same vein, Kvartsiana (2023) posits that Russia’s hybrid 
strategy in Ukraine intertwined cyber aggression and coordinated misinformation as a means of institutional 
destabilization and trust erosion. These conclusions resonate with Beaulieu’s (2023) assertion on the 
unprecedented contentiousness of the digital realm and the blurring of the divide between war and peace. 
 
Ukraine has demonstrated how a state can develop adaptive cyber resilience under sustained hybrid pressure. 
Tkachuk (2023) noted how, ever since 2014, Ukraine methodically institutionalized cyber defense by including 
civilian cyber specialists, decentralized networks, and cooperated with the private sector, which facilitated a 
more expedited response during the 2022 escalation. As noted by Lomachinska (2025), Ukrainian institutions 
cooperated with international technology firms, including Microsoft and Google and SpaceX’s Starlink, providing 
secure communications and cloud protection for data. These partnerships showcased the core of resilience 
theory, which emphasizes the ability to adapt, and the presence of redundancy and recovery capacity during 
crisis periods (Tallinn CCDCOE, 2023). 
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Ukraine’s ability to digitally function while under constant assault was no coincidence, as empirical analyses 
demonstrate. Haq et al. (2023) performed a longitudinal network study and described how Ukrainian operators 
reconfigured distributed critical hosting services and adopted diversified infrastructures for risk mitigation. 
These operational changes allowed national continuity to be maintained, even during widespread disruptions. 
As noted by NATO’s Cooperative Cyber Defense Centre of Excellence (CCDCOE, 2023), Ukraine’s cyber strategy 
also adapted to addressing advanced persistent threats, which improved both the level of deterrence and 
operational stability. 
 
Several authors analyze Ukraine’s experience through the lens of collective cyber defense. Olszewski (2024) 
argues that NATO’s support to Ukraine through information sharing, training, and real-time assistance 
demonstrates how collective defense has moved beyond the physical contours of the territory to the cyber 
realm. Furthermore, Kelemen (2023) argues that the European Union’s policy shifts, accelerating cyber 
governance reforms and fostering EU-wide resilience through coordinated regulations, were a direct response 
to the hybrid operations conducted by Russia. This development illustrates the emerging principle of “cyber 
solidarity” which enhances deterrence through the aggregate of resources from allied nations and private 
entities. 
 
On the other hand, the potential of Ukraine’s experience and model remains a subject of debate. Cherep (2024) 
argues that Ukraine’s resilience, which may be the most widely discussed element of its experience, is mostly 
dependent on external corporate and governmental support, which leads to issues of sovereignty. Lin and 
Popescu (2025) note that the emotional and political dimensions of hybrid conflict and recovery must be 
included in the discourse on resilience, as prolonged hybrid conflict erodes societal trust and political legitimacy. 
This resonates with the argument by Taylor (2025), who states that social cohesion and the integrity of 
information within a polity are as crucial to resilience as layered cybersecurity infrastructure. Thus, these 
observations indicate that a hybrid war necessitates a system-society approach to defense. 
 
Despite the rapid expansion of scholarship on hybrid warfare and cyber resilience since 2022, a few gaps in 
research remain. To begin with, many of the existing studies tend to be descriptive in nature, detailing the cyber 
accomplishments of Ukraine without any attempts to hypothesize or devise a framework and metrics to assess 
the outcomes of cyber resilience. While Haq et al. (2023) discuss the identification of technical adaptations, they 
do not assess how much of a contribution these adaptations made to operational downtime reduction and to 
operational timeout in deterrence of cyber attacks. Second, the Ukraine case focus limits comparative analysis 
of the literature. Few works explore the resilience  strategies in other hybrid conflict regions like the Baltic states 
or Taiwan, which have different geopolitical and infrastructural conditions (CCDCOE, 2023). This restricts the 
development of the first principles of a global standard in digital defense.   
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Lastly, there is a research gap on the legal and normative issues sides of hybrid warfare. Beaulieu (2023) and 
the Tallinn Centre  Cyber Defence (2024) point out that international regulations are still mute on the 
definitional thresholds of cyber aggression. The uncertainty around which actions in cyberspace will provoke an 
"armed attack" standoff has implications for collective defense, for instance, NATO’s Article 5. Since aggressors 
act within these legal grey areas, the imbalance of  normative frameworks that prescribe a proportionate, 
reactive hybrid response is also striking. Counter cyber measures to hybrid offensive operations remain, for the 
most part,  confined to reactive measures. 
 
There remain gaps in understanding the psychological and informational dimensions of resilience. Hybrid 
warfare attempts to alter perceptions and undermine morale; despite this, much of the scholarship 
concentrates on the technical dimensions. Kurnyshova and Makarychev (2022) state that the resilience of 
Ukraine’s civil society—evidenced by community networks and volunteer mobilization—was of equal 
importance to the cybersecurity reforms. Yet, in empirical research, these social aspects are rarely quantified or 
integrated into models of defense. Research on sustainable national resilience should include the role of public 
awareness and digital literacy, as well as the integrity of the media.   
 
As described in the literature from 2022 to 2025, Ukraine is both a victim and a pioneer in the  evolution of 
hybrid warfare. Ukraine’s capacity to maintain the functions of the state in the face of continuous cyber and 
information assaults is a testament to the networked adaptive defense strategy in place. Yet, the experience of 
Ukraine is equally telling with respect to the limitations of relying solely on support from the international 
community and the private sector. The case of Ukraine illustrates that modern resilience is predicated on a 
complex interplay of social cohesion, political will, and international collaboration with the state—over and 
above the technological shields. 
 
The reviewed works clearly show that hybrid warfare in the digital world is a new phenomenon that is changing 
the scope of security globally. The addition of cyber strategies to warfare makes it difficult to distinguish 
between civilian and military matters, and, in turn, forces alliances like NATO or the EU to reconsider the 
doctrines of collective defense. However, the current research is still uneven—descriptively rich but 
conceptually poor. It is to be hoped that the next research will lay down standardized and systematized 
measures of resilience in the multidisciplinary approach, broaden regional comparative studies, and tackle the 
offense and defense cyber warfare narratives from legal and psycho-social angles. This will help in advancing 
the discipline in the direction of a general theory of cyber collective defense, from a multitude of case studies. 
This is necessary in a world that is contested and will be, in the future more than ever, interconnected. 
RESEARCH QUESTIONS: 

1. How has hybrid warfare changed in recent years, and how does the Russia-Ukraine war show these 
changes? 
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2. What steps did Ukraine take in its institutions, technology, and society to stay strong against 
cyberattacks? 

3. How does Ukraine’s response show a new kind of teamwork between the government, private tech 
companies, civil society, and international partners? 

4. What problems or weaknesses still exist in Ukraine’s cyber system, even after its strong performance? 
5. What lessons can other countries and security organizations learn from Ukraine to improve their own 

cyber defenses? 
METHODOLOGY: 
This study investigates hybrid warfare and cyber warfare from the qualitative research approach for Ukraine’s 
cyber resilience focus as part of collective cyber defense and collective cyber warfare. Given the multifaceted 
and rapidly changing nature of security issues, a qualitative approach best addresses the research questions, as 
they cannot be resolved through a quantitative approach. Since 2022, Ukraine’s defense strategy has 
incorporated cyber resilience on national and collective defense and the study sought to interpret the activities 
and defenses taken to determine the communication and cyber resilience interface.  
 
This research is both descriptive and exploratory. It describes how Ukraine has attempted to address hybrid 
warfare integration of digital technologies, cyberattacks, and cyber-disinformation. Ukraine is a unique and 
compelling case study because it has been under hybrid warfare from Russia for the past year, as well as 
receiving unprecedented international assistance for cyber warfare. The case of Ukraine offers rich empirical 
material as it illustrates the modern paradox of conflict with resilience and cooperation.  
 
The data set was examined through thematic content analysis, identifying patterns or themes that explain the 
warfare strategy executed, hybrid warfare tactics pursued, and cyber warfare acts retaliation and cyber defense 
strategy implemented. Themes included analysis of Ukraine cyber defense strategy and the impact of 
collaboration at the level of response on cooperation and the extent of the conflict. 
 
Connections were made between concepts like resilience and practical measures of defense through the 
comparison and coding of findings across studies and reports. Analyses were designed for a cross-comparison 
of perspectives to consider the analysis from both sides to ensure a more complete understanding to include 
analyses capturing both coming together and opposing viewpoints.   
 
Research was conducted even without empirical material. In this particular case validity was made through the 
use of relevant and credible material. While the research involves literature and documented material, the use 
of triangulated literature and policy along with other strategic elements provided different layers to the material 
strengthening the research within the resources provided. All contributions were recognized, and the system 
was followed to achieve integrity within the research.   
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This qualitative and document-based methodology sets out a clear and reasoned framework to examine how 
the case of hybrid warfare from Ukraine shows a shift in collective defense. It shows how innovative warfare 
departs from the older forms of combat and the lower poles of warfare and emphasizes the need on the more 
active elements of state system. The methodology captures balance and evolution of hybrid warfare presented 
in broad dimensions of Ukraine cyber defense important for the world on issues of cyber security and 
sovereignty. 
 
THEORETICAL FRAMEWORK: 
This research integrates three connected theoretical strands to analyze the digital-age hybrid warfare landscape 
necessitating cyber resilience and collective defense: (a) the contemporary evolution of hybrid warfare theory, 
(b) resilience theory pertaining to cyber security and national security, and (c) collective defense theory as 
applied to digital ecosystems. Collectively, these form the basis to analyze how states under hybrid threats can 
adapt, collaborate, and endure.   
 
The hybrid warfare theory framed as blending military, cyber, informational and economic assaults which 
sharply delineate between war and peace. More contemporary literature suggests hybrid operations focus more 
on exploiting structural vulnerabilities, the continuum of state functions, and social trust, rather than on 
achieving short-term gains on the battlefield (Dolan, 2022). More especially, within the so-called "grey zone", 
where adversaries operate strategically and tactically under the formal thresholds of war, requires the 
understanding of conflict as a systemic, cross-domain contest (Tudor, 2024). In this sense, cyber operations and 
disinformation initiatives should be seen not as peripheral tactics, but as principal instruments of the hybrid 
strategy. 
 
In addition, the theory of resilience provides insights on how states are able to operate core functions during 
long periods of strain. In relation to cyber resilience, pertains to the capacity to predict, absorb, recover, and 
adapt to cyber disruptions. Cyber-resilience frameworks signal that cyber resilience is more than just defensive 
strategies and retrieval processes. Recovery and adaptation are core elements of proactive cyber-resilience 
strategies. As such, theories of resilience and cyber resilience shift the attention of the systems cyber-attack to 
the systems the consequence of the cyber-attack and the business continuity protocols that ensure the core 
functions of the system are sustained. 
 
The implications of interconnected digital threats on collective defense theory have also been described. The 
scholarly work surrounding cyber threat sharing and collaborative defense posits that states work to defend 
systems alone. Effective collaborative strategies that allow states to work together to align their defense 
mechanisms substantially reduces the time that was previously taken to identify and respond to threats. A 
capability-based model is proposed to replace the alliance that is currently treaty-bound. In this context, 
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collective defense is built on the pillars of shared intelligence, joint response to incidents, and inter- and cross-
sector collaboration. 
 
The study’s theoretical framework describes scenarios in hybrid warfare where national defense resilience 
scenarios must incorporate cross-domain integrated hybrid warfare and national defense scenarios. Hybrid 
warfare describes the threat matrix as multi-vector, ambiguous, and persistent. Resilience describes function 
maintenance. States incorporate adaptive institutions, flexibility, and redundancy in self-organization to achieve 
this. The collective defense perspective describes networks of states, private actors, and international actors 
that build networks of capabilities for coordinated response to hybrid warfare threats. 
 
When applying this framework to Ukraine, three mechanisms are particularly important. First, threat 
structuring: hybrid conflict actors and their cyber, informational, and infrastructural attack means strategically 
deployed to achieve systemic disruption. Second, defensive resilience: the state and society’s redundancy, 
decentralization, and adaptable arrangements to absorb shocks and recover. Third, collective capacity: national 
resources, allied arrangements, private sector engagement, and civil society collaboration that ease the 
response time. This triad closes the system, for example, the collective capacity to streamline reserves of 
defensive resilience that mitigates threat structuring. 
 
This theoretical groundwork allows the study to progress from purely descriptive accounts to an explanatory 
model: how cyber resilience functions as a strategic asset during hybrid conflicts underpinned by collective 
defense networks. It allows for comparison as well: through the use of comparable mechanisms, one can assess 
whether other states exhibit the same response patterns. Overall, this theory encapsulates an analysis of hybrid 
warfare, resilience, and collective defense in the digital age, providing a coherent approach to understanding 
how modern states endure and thrive in a multi-domain threat environment. 
 
CASE STUDY 
Case Study: Ukraine’s Cyber Resilience   
 
Hybrid warfare exemplifies Ukraine’s resilience in the cyberspace. Despite sustained cyber‑attacks, 
disinformation campaigns, the disruption of critical infrastructure, and other attempts at negative impact, the 
country has limited the damage to the core functioning of governance and the trust of the public. This case 
study evaluates Ukraine’s cyber resilience in the institutional, infrastructural, and societal dimensions, and 
attempts to show relevant lessons for collective defense in the digital environment.   
 
In Ukraine, hybrid warfare involves cyberattacks and the use of information as a weapon along with traditional 
armed hostilities. Targeting Ukraine's energy infrastructure and financial systems, and communications systems, 
the Russian offensives sought to and for a time successfully disrupted governance and public morale 
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(CyberPeace Institute, 2025). For instance, Viasat KA‑SAT and other satellite communications systems were so 
severely disrupted in the early months of the conflict that it was possible to posit the disruption was in a primary 
way designed to incapacitate Ukraine's digital systems (CyberPeace Institute, 2025). Under these circumstances, 
the capacity to maintain operational functionality and resilience in international communications systems was 
as critical as the tactical achievements reached on the battleground. 
 
Ukraine’s cyber resilience has been strengthened by institutional reforms. Authorities such as the State Service 
of Special Communications and Information Protection and the National Cybersecurity Coordination Center 
focused on rapid detection, decentralized decision making, and multi-actor coordination (Kvartsiana, 2023). At 
the same time, Ukraine's network infrastructure operators had longitudinal analyses conducted on the ways in 
which hosting and DNS services began relocating, and diversion redundancy was deployed, in order to assist in 
the threat mitigation and diversion redundancies that were needed as threat indicators began to escalate. (Haq, 
Sommese, & Jonker, 2023). These actions ensured the ability to maintain digital sovereignty and the ability to 
absorb shocks without collapse. 
 
Public-private cooperation and international partnership remain central to Ukraine's cyber resilience. Major 
technology firms supported Ukraine by helping to transition critical government data into resilient cloud 
infrastructures so that state operations could continue even when physical infrastructure was attacked (Haq et 
al., 2023). National cyber capacity increased through volunteer networks and cyber civil society initiatives, such 
as the IT Army of Ukraine, which were established to augment formal cyber-defense structures (Building 
Resilience in the Face of Russian Cyber Aggression, 2025). These collaborations illustrate a distributed defense 
model involving state, corporate, and civic participation. 
 
Information resilience has been central. Understanding that hybrid warfare aims to create distrust of institutions 
and disrupt the cohesion of the nation, Ukrainian authorities developed transparent, proactive communications 
strategies. They publicly acknowledged cyberincidents, depicting them as part of the larger Russian aggression 
and framing them within the context of maintaining morale and legitimacy (Hybrid Warfare: Ukraine, Russia and 
Western Lessons, 2025). This suggests that social cyber resilience also ‘technical’ social cyber resilience. The 
relevance of trust, legitimate institutions and societal cohesion is evident. 
 
Strategically, Ukrainians digital services targeted the government’s mobile app. Diia allowed citizens to access 
essential documents and services during infrastructure damage. In this situation, the app shifted from a civilian-
facing application to a resilience instrument. This was a civilian infrastructure service. This situation 
demonstrates the extent to which the modern infrastructure civil resilience crossed the civil infrastructure and 
security operations lines. 
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Regardless of the accomplishments, Ukraine’s resilience model undergoes various challenges. For instance, 
Ukraine utilizes external volunteer capacities and external technological partnerships, but relative to its 
adversary, Ukraine’s resources remain under-resourced. Additionally, the dependence on to foreign cloud 
providers and international tech firms raises questions of digital sovereignty. Ukraine’s information and security 
legislation, particularly regarding cyber and disinformation legislation, remains uncoordinated and fragmented 
in the face of neglect. On the other hand, the use of volunteer cyber networks, which donor states use to aid in 
Ukraine’s cyber defense, will need to contribute to issues of accountability, governance, and integration within 
the defense of the state.   
 
As their adversaries refine their use of disinformation, folded within generative AI, and cyber control (e.g. XR, 
supply chains), Ukraine will need to counter newer patterns of hybrid warfare. More subtle and difficult to 
measure, the social and psychological components of resilience- public trust, media literacy, and civic 
engagement, is starkly different to the more tangible infrastructure metrics. Finally, the maintenance of diffuse 
partnerships, exhaustion of resources, and institutional wear are but some of the challenges that Ukraine faces 
in the suffering from the protracted effects of hybrid warfare contested resilience on the global frontier. 
 
Theoretical considerations suggest that in the case of Ukraine, hybrid warfare resilience must involve the 
ongoing processes of adaptations, rather than being static. The defence ecosystem transitioned from 
responding to individual events to developing systems that incorporated redundancy, flexibility, and the 
capacity to learn (Haq et al., 2023). Concurrently, Ukraine’s multi-actor networks illustrate that the cooperative 
defense transcends treaty-based military alliances to capability-based systems involving states, corporations, 
and civil society (Building Resilience in the Face of Russian Cyber Aggression, 2025).   
 
To conclude, Ukraine's cyber resilience is a model of defense in the modern era. Ukraine’s ability to operate 
under hybrid aggression is a product of inter-institutional transformation, technological advancement, societal 
involvement, and international partnerships as aligned with the Revista’s focus on functionality. The most 
important lessons that the Ukrainian case offers to states enduring complex environments of threats relate to 
the construction of redundancy, the decentralization of decision-making, the participation of civil and private 
actors, and the preparedness to defend not only in the physical realm, but also in the cyberspace and social 
domain. 
 
ANALYSIS AND FINDINGS: 
 
Threat Patterns and Operational Dynamics 
The hybrid nature of warfare which integrates cyber, informational, and physical realms, is clearly evident in the 
Russo-Ukrainian conflict. Chatham House analyses draw attention to “distinctive features” of the Russian cyber 
and informational warfare strategies which include synchronizing cyber strikes to physical attacks, using highly 
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disruptive cyber malware, and targeting civilian infrastructures to demoralize and undermining trust in the 
government (Giles, 2023a, 2023b). Moreover, evidence from the network operator suggests that the Ukrainian 
network hosts and DNS infrastructure were proactively relocated and seamlessly distributed to maximize 
resilience during the anticipated conflict (Haq, Sommese, & Jonker, 2023). These findings showcase that the 
threat environment is not only reactive (defend against assaults) but anticipatory (defend infrastructure before 
an assault is launched).  
 
The mounting of 50 and 44 incident attacks against the public- administration and financial sectors in the third 
quarter of 2023 (Cyber Peace Institute, 2023) further confirms the threat of the assault aimed at governance 
and economic continuity. Such patterns illustrate the concept of hybrid warfare in the 21st century: using cyber 
attacks to escalate or facilitate actions of conflict in other domains rather than using cyber warfare as an isolated 
strategy. 
 
Institutional and Infrastructure Resilience 
Research on Ukraine illustrates how institutional reform and redesign of infrastructure promoted resilience. 
Kvartsiana (2023) described how agencies like Ukraine's State Service of Special Communications and 
Information Protection (SSSCIP) and the National Cybersecurity Coordination Center (NCCC) moved from a 
reactive position to a more structured approach in wartime cyber-defensive operations, prioritizing rapid 
detection, decentralized command, and redundancy. This change in strategic approach translated into action, 
as documented longitudinally by Haq et al. (2023), whereby Ukrainian network operators began to relocate 
parts of their infrastructure beyond the country’s borders, diversify their hosting regions, and add redundancy—
developments that predated the onslaught of full-scale attacks. 
 
Resilience, therefore, was embedded in governance and architectural design. Treating digital services, cloud 
infrastructure, and the capabilities for interconnectivity in Ukraine as securitized national assets demonstrated 
a theoretical link to resilience. Systems that predict, adapt, and recover are more likely to survive shocks and 
stresses (Dong et al., 2024). Ukraine illustrates how formal and structural design  of governance (institutions, 
rules) alongside social and physical constructs of infrastructure (networks, data centres) creates a robust and 
durable posture in cyber-defence. 
 
Public–Private and Global Partnerships   
An important additional finding is the impact of cross‑sectoral and international partnerships in enhancing the 
cyber resilience of a nation. A policy brief of the GLOBSEC US Foundation describes how partnerships of Ukraine 
with private sector technology companies helped in enhancing threat‑intelligence sharing, incident response, 
and support for the response of privatized critical- infrastructural systems, consolidated and integrated with the 
support of cyber GLOBSEC US Foundation, 2023. This is a reflection of the wider transformation in collective 
defense from reliance exclusively on formal alliances to capability-based cooperation.   
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Additionally, the Chatham House study noted and documented that support from Western technology 
companies and international partnerships contributed significantly to the cyber resilience of Ukraine. Within 
their estimation, they argued that part of the strategic failure of Russia in cyber operations is due to the 
underestimation of Ukraine’s access to Western corporate support and alliances (Giles, 2023b). This indicates 
that cyber resilience in the contemporary digital world is dependent on access to international resources and 
partnerships, and is no longer the sole responsibility of the nation.   
 
In practice, cooperation with Ukraine’s cloud service providers and international actors in the domain of digital 
security was critical in the rapid migration of state data, and the maintenance and provision of services that 
were under active cyber attack. Such a situation can be explained within the collective‑defense  theory and the 
notion that shared threats necessitate shared capabilities (Gillard & David, 2023). Ukraine’s situation 
exemplifies how cyber resilience of a nation is maintained on global systems. 
 
 Social, Information, and Citizen Resilience 
Along with technical and institutional factors, Ukraine’s experience reveals the importance of social and 
information resilience. As described by Chatham House, part of the reason Ukraine was able to keep the state 
functioning and maintain public communications in the face of extraordinary cyber and information pressure 
was a “whole-of-society” mobilization that combined volunteers, civil-society networks, and public messaging 
(Giles, 2023a). This shows that the infrastructure of resilience is only part of the social equation. Trust, 
awareness, and social mobilization are critical. 
Educational initiatives to empower citizens with digital awareness and cyber hygiene applied counter measures 
against the spread of disinformation and phishing attacks. Incorporating citizen capacity into the country’s cyber 
defenses illustrates the participation outlined in resilience theory, pertaining to system adaptability and 
participation of society (Hubbard, 2023). Therefore, in Ukraine, resilience strategies moved into the civic sphere 
alongside government and market interventions, highlighting that contemporary hybrid threats are a challenge 
to both civil and state infrastructures. 
 
 Outcomes: Minimized Disruption and Improved Recovery 
Ukraine attained operational continuity with discernible results despite large-scale assaults. As documented by 
the Cyber Peace Institute (2023) and other evaluations, Ukraine encountered a considerable number of cyber 
incidents, yet its critical digital services and infrastructures remained intact, and governmental communication 
channels functioned adequately. As noted by Haq et al. (2023), the infrastructure redundancy and the 
decentralized nature of Ukraine's operations meant they could sustain attacks without suffering a critical failure.   
 
The Chatham House report, which states that many Russian cyber and information operations "did not 
accomplish their intended effects," attributes this, in part, to Ukraine's operational resolves and assistance from 
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Western companies (Giles, 2023a). This suggests that some cyber resilience and collaborative defence 
diminished the operational focus and strategic effects that the opponent sought to attain. Moreover, the 
prompt service restoration after an attack demonstrates a significant shift in focus from "preventing attacks" to 
"withstanding and recovering," which greatly corresponds to the orientation of resilience theory (Dong et al., 
2024). 
 
 Challenges and Limits   
 
The analysis also outlines challenges and boundaries that will be difficult to address. Relative resource 
asymmetry will continue to be a problem. Ukraine operates on a smaller budget and has fewer pieces of 
equipment than any of its major adversaries. That will continue to require agility, resource prioritization, and 
sustained adaptation. The value of private sector partnerships, to some degree, addresses GLOBSEC potential 
outputs. However, as chronicled in the policy brief, partnerships in the GLOBSEC US Foundation (2023) 
document are still limit­ed in scope and sustainability.   
Sovereignty and dependency are two sides of the same issue. Foreign cloud services and external technological 
support will create operational resilience, but they will also create dependencies that may erode national 
control over data and infrastructure in the long run. Kvartsiana (2023) illustrates how external control over data 
and infrastructure may limit autonomy.   
 
Cyber volunteerism and informal networks are legally and governance wise problematic. The lack of a 
definitional border on combatant and non-combatant aggravates international accountability concerns (Giles, 
2023b). Adversaries will continue to evolve, and the threat of unbound control over AI, deep fakes, and hybrid 
warfare will require sustained proactive resilience to counter the increasing incidence of supply chain attacks. 
 
 Theoretical Implications   
Ukraine’s case exemplifies and expands on three strands of theory. Hybrid warfare theory should integrate cyber 
and informational operations as core elements of strategy. From Ukraine’s perspective, challengers of the state 
come to dominate the electronic sphere to influence morale and the governance, and even the physical 
infrastructure, of the state, and thereby directly challenge the war/peace dichotomy (Tudor, 2024).   
 
Second, the theory of national cyber resilience as a component of cyber warfare assumed as applied, defensive 
cyber warfare, Ukraine was tested, and the cyber resilient national defence was proven. Resilience is not being 
impervious, but absorbing, adapting, and moving to a new state. Ukraine’s core network migration, institutional 
redesign, and civil societal mobilization enact this dynamic (Dong et al., 2024).   
 
Collective defence theory requires reframing for the digital age as illustrated by Ukraine’s access to global 
technology firms and allied cyber volunteer networks. Modern/advanced collective defence is networked, multi-
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actor, capability-driven, and not merely treaty-based (Gillard & David, 2023). For this reason, the Ukrainian case 
must serve as the prototype for how states are to be interpreted to defend digital (and digitally interconnected) 
systems. 
 
Potential Policy and Practical Approaches Today’s Digital Infrastructures 
 
Developing resilient and flexible digital infrastructures should become a priority. For countries subjected to 
hybrid threats, there is a future role for decentralization and redundancy as first principles. Additionally, there 
should be a more formal framing of public-private and public-public partnerships, and the participation of social 
actors in resilience should also be formalized. For Integrated Network Defense in Cross-Border Collective 
Security, exports of control in collective defence should be recast to achieve flexible capability sharing. In the 
case of Ukraine, the value of digital solidarity should be a priority for the EU and NATO partnerships, perhaps 
even more important than traditional military frameworks. 
CONCLUSION: 
The key lessons drawn from the Ukrainian case include the need for resilience with regards to the impact of 
cyber attacks during hybrid conflicts. The country’s holding of governance, infrastructure, and public trust while 
under cyber and digital attacks indicates that resilience is not merely a technological concern, but encompasses 
institutional and societal frameworks, preparedness, and integrated cooperation. The primary attributes of the 
Ukrainian response that enabled the country to recover and adapt quickly to the changing demands of the 
offered attacks were constructive anticipation, resilience, and the ability to recover promptly from setbacks. 
Ukraine has maintained the uninterrupted performance of vital public and national activities.   
 
As for the consequences of modern armed hybrid conflicts and the Ukrainian model, there is a need for new 
forms of the so-called modern integrated defense that extends beyond the use of conventional military tools to 
include the technological, organizational, and social spheres achieved with, and through, domestic and foreign 
collaboration. Ukraine’s model is a case of how complex multi-domain conflicts can be effectively managed, 
albeit not without challenges posed by the need for resources and the constantly changing threats. 
 
The Ukrainian case, especially concerning the cyber domain, demonstrates that resilience must be a core and 
strategic component of national security. By strengthening the strategic frameworks of hybrid warfare to 
include the elements of integrated social cooperation, collaborative organizational tools, and strategic 
anticipation, flexibility, and integrated problem-solving, states may improve their ability to respond effectively 
to persistent and hybrid threats while protecting vital national functions from the negative impact of sustained 
attacks. 
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